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Windows 2000 Server - ISA management set-up 
 
Microsoft’s Internet Security & Acceleration Server is an extensible enterprise firewall and 
Web cache server. This is an example of how to establish the proxy server settings on the 
ISA using the SOCKS4 protocol to enable ASIC Internet lodgment system through CAS. 
 
Notes: The following instructions should only be referred to the IT manager / System 
Administrator. This is a guide only as some settings may vary from server to server. 
 
Installation instructions 
 
Setting up CAS and ISA to lodge through the Internet lodgment system involves three tasks.  
 

• Task 1 – Involves configuring ISA to enable the client to establish a connection and 
request to the ISA server 

• Task 2 – Involves configuring CAS to correctly interact with the ISA server 
• Task 3 – Configuring the Firewall 

 
 
Task 1 Configuring ISA to enable the client to establish a connection and request to 
the ISA. 
 
 
1. Enable SOCKS4 via Application Filter 
 
 
Click START | PROGRAMS | Microsoft ISA Server | ISA Management 
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The following screen will appear, ‘ISA Management’. 
 
Click on Extensions | Application Filters 
 

 
 

Double click on SOCKS V4 Filter | Tick Enable This Filter  | Click on Apply | OK 
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2. Configure the Client address set where CAS will lodge 
Click on Policy Elements | Client Address Sets 
 

 
 
Click Create a Client Set | Input Name & Description | Click on Add | Input Client IP 
 

 
Page:  3 of 10 

 

 



 

ISA Management Set-up 

 
3. Configure the protocol (Outbound port 5610) 
The connection CAS uses for ASIC mailboxes is a TCP connection to the remote port 5610. 
Therefore we need to configure the ISA to connect to this remote port when the client request 
for a CONNECT. 
 
Click Policy Elements | Protocol Definitions | Create a Protocol Definition 

 
 
Input the Protocol definition name e.g. “CAS ASIC lodgement” and click NEXT 
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Input the Port number “5610”, Protocol type = TCP, Direction = Outbound,  
NEXT | FINISHED 

 
 
4. Configure the Protocol rules 
Click Access Policy | Protocol Rules | Create a Protocol Rule 
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Input Protocol rule name e.g. ASIC Internet lodgement and click NEXT 
 

 
 
Select Allow for Response to client requests to use protocol and NEXT 
 
 

 

 
Page:  6 of 10 

 



 

ISA Management Set-up 

 
Select Selected protocols from the drop down option for ‘Apply this rule to’. Tick the options 
created in step 3 Create Configure Protocols for Protocols. Click NEXT 
 

 
 
Select ALWAYS on the drop down option for ‘Use this schedule”, then click NEXT 
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Either select ANY REQUEST or input the Specific computer IP address where CAS lodges 
documents. Click NEXT. 
 
 

 
 
Check the details are correctly set-up and then click FINISHED. 

 

 
Page:  8 of 10 

 



 

ISA Management Set-up 

 
 
 
Task 2 – Configuring CAS to correctly interact with the ISA 
 
 
Start CAS  
 
Go to Administration | Setup | Agent/Presenter 
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Edit the Agent (3rd icon on the toolbar) 
 
Go to the ASIC EDGE Internet Lodgement tab 
 

 
 
Internet Lodgement Port should be left as ‘0’, as this is the local outbound port. It would only 
be changed if there is a firewall that requires it to be set to a specific port. Port ‘0’ is for a port 
number assigned by the operating system. 
 
Proxy Type needs to be ‘Socks 4’ unless you have used another ‘Socks’ protocol set up in 
ISA. 
 
Proxy User Name – Input User name if required by the ISA server 
 
Proxy Password – Input Password if required by the ISA server 
 
Proxy Address needs to be ISA server IP address 
 
Proxy Port is the Proxy default port ‘1080’ unless different. 

 
Task 3 – Configuring the firewall 
 
The only configuration required for the firewall is opening up the firewall for outbound 
connections via TCP on port 5610. 
 
edge1.asic.gov.au - primary mailbox    (IP address 203.43.4.36)  
edge2.asic.gov.au - secondary mailbox  (IP address 203.202.5.10) 
 
Agents are also advised to add a firewall exception for the host name as this will not change. 
 
Users are advised not to use hardcoded IP addresses. 
 
 
Should you have any further questions or queries, do not hesitate to call or email support on 
1300 654 401 or support@bglcorp.com.au. 
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